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Goal: Understanding Bitcoin Activity 

• Bitcoin is a fashionable topic 

• But nobody really knows what is going on 

– Money laundering? 

– Illegal transactions? 

– Normal transactions? 

– Saving/investment? 

• We want to provide exploration and visualization 
tools to make sense of Bitcoin 
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Focus on Simple Transactions 

Normally, transactions are: 

• Multiple inputs (addresses), amount, multiple 
outputs, time 

But really, what we want: 

• One input entity, amount, one output entity, time 

 

• Initial clustering of addresses into entities 
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What we have... 

Transaction (tx) 
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What we want 

16.02.2016: 0.11 BTC 

30.03.2016: 0.32 BTC 01.01.2016: 0.21 BTC 

22.02.2016: 0.20 BTC 

23.02.2016: 0.01 BTC 

05.01.2016: 0.10 BTC 

... 
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… 



What is an entity? 

addresses 
12ab6G 

n35cc87 

? 

Z2axO0 

“entity” ? 



Back to Ledger (anonymous?) 
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https://en.wikipedia.org/wiki/Ledger#/media/File:Hauptbuch_Hochstetter_vor_1828.jpg 



Visualization of Transactions 

Web-based Wall display 



What is visualization? 

• Not (only) pretty images 

• Not (only) a method for communication 

• A method for data exploration 

• Good visualizations use essential properties of 
our perception system 

– To read data quickly, effortlessly, and without error 
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Visualization for Who? 

• Blockchain infrastructure 

– Blockchain debugging 

– Miners 

• Regulators 

– Policy makers 

– Intelligence/hackers 

• Humanities 

– Economists 

– Sociologists 

– Historians 
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Structure of Transactions 
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Transaction network // node-link 

Nodes: transactions 
Edges: flows 



Transaction network // node-link 

Nodes: transactions 
Edges: flows 



DiBattista et al. 2015 



Heuristics 

Visualization of  
clustered addresses 

 

 

Meiklejohn et al. 2013 



McGinn Dan, Birch David, Akroyd David, Molina-Solana Miguel, 

Guo Yike, and Knottenbelt William J. Visualizing Dynamic Bitcoin 

Transaction Patterns Big Data. June 2016, 

4(2): 109-119. doi:10.1089/big.2015.0056. 

Nodes: addresses 
Edges: flows 



Transaction network  

Nodes: addresses 
Edges: transactions 



Summary of Visualizations 

• Not understandable 

• Not scalable 

• So people use 
aggregated statistics 

18 



Analysis of Bitcoin Events 

Some high-level analyses can still be done 

• Internal, e.g., halving day 

• External, e.g., stock market crash 
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Scalable Visualization 

• Change visualization technique 

– Biofabric http://www.biofabric.org/ 

• Categorize transactions 

• Manage multiple scales 
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http://www.biofabric.org/gallery/pages/SuperQuickBioFabric.html  

http://www.biofabric.org/
http://www.biofabric.org/
http://www.biofabric.org/gallery/pages/SuperQuickBioFabric.html
http://www.biofabric.org/gallery/pages/SuperQuickBioFabric.html


Visualization of Transactions 

“Entity 1” sends 0.1 to “Entity 2” at t1 

“Entity 3” sends 0.5 to “Entity 2” at t2 

“Entity 1” sends 0.3 to “Entity 3” at t3 

“Entity 4” sends 0.4 to “Entity 1” at t4 
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Entity 1 

Entity 2 

Entity 3 

Entity 4 

time 
t1 t2 t3 t4 



BioFabric Scales to 105 
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Ordering, Filtering and Aggregating 

• Reordering transactions 

• Reordering entities by 

– Time 

– Category of entity 

• Filtering 

– Time 

– Category 

• Aggregating 

– Transactions by time inter. 

– Amounts by category 
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Current work 

• Clustering  entities 

– heuritistic: “input addresses of a transaction belong 
to same entity” 

• Categorize entities by activity 

– dead/tester, investor, merchant, miner, … 

Visualize categories over time 

 

• If you can help, we would be thrilled! 

 


