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Goal: Understanding Bitcoin Activity

 Bitcoin is a fashionable topic

» But nobody really knows what is going on

— Money laundering?
— lllegal transactions?
— Normal transactions?
— Saving/investment?

« \WWe want to provide exploration and visualization
tools to make sense of Bitcoin



Focus on Simple Transactions

Normally, transactions are:

* Multiple inputs (addresses), amount, multiple
outputs, time

But really, what we want:
« One Input entity, amount, one output entity, time

o Initial clustering of addresses into entities



What we have...
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What we want
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What Is an entity?
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Back to Ledger (anonymous?)
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Visualization of Transactions
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What Is visualization?

* Not (only) pretty images

* Not (only) a method for communication
* A method for data exploration

» Good visualizations use essential properties of
our perception system

— To read data quickly, effortlessly, and without error



Visualization for Who?

» Blockchain infrastructure
— Blockchain debugging
— Miners
» Regulators
— Policy makers
— Intelligence/hackers
 Humanities
— Economists
— Sociologists
— Historians
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Structure of Transactions
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Transaction network // node-link

Nodes: transactions
Edges: flows
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Transaction network // node-link

Nodes: transactions
Edges: flows




Sources:

« 4ff027f936f4b2741230507eab1b756a518df1fe067e4049fbd6122febB92069 (26.01049401 BTC)

Info:

+ Starting Date: Thu, 04 Jun 2015 00:33:21 GMT
s Ending Date: Thu, 04 Jun 2015 18:20:00 GMT

[I; 5|0 1 CI;D 1 $0 290 2$0 . BTG Money in circulation:
UTXOs (BTC) and their Purity Inputs (BTC)
0.0 0.1 0.2 03 0.4 0.5 0.6 0.7 0.8 0.9 1.0 by 71.17232234 P: 0.000 37.00000000
58.91451609 P: 0.000 31.27317994
350306 : 41.00000000 P: 0.000 22 09255839
J1om Purity curve 30.79549192 P: 0.000 14,10000000
28.84515384 P: 0.901 14,00000000
359307 < Blocks 53.37623762 P: 0.000 12.00000000
11 52__’_/ 3.85505000 P: 0.000 11.00000000
50385 | 2.88506066 P: 0.000 10.30000000
- 2.75500000 P: 0.000 9.91001165
! 1.33600000 P: 0.000 5.40440000
350397 1.01120573 P: 0.000 5.16000000
|50 m 0.81630000 P: 0.000 5.00000000
0.63725059 P: 0.000 5.00000000
359402 /'E 0.57966819 P: 0.000 5.00000000
j1om 0.54668000 P: 0.000 5.00000000
UTXOs E 0.50283462 P: 0.000 4.55161305
359403 0.49439113 P: 0.000 3.85505000
}10m 0.47601571 P: 0.000 3.62633663
 E— 0.20532432 P: 0.000 3.40737406
359404 -110 o 0.29004218 P: 0.000 3.00000000
0.27849860 P: 0.000 2 84615384
360405 [———— 0.27395985 P: 0.000 2.75500000
Time 120m 0.25526793 P: 0.000 2.36309640
0.25132335 P: 0.000 2.00892683
359407 e 0.21100000 P: 0.000 1.86200000
0.19468242 P: 0.000 1.80000000
0.18953738 P: 0.000 1.77422932
359408 0.18900000 P: 0.000 1.71742612
(10m 0.17582502 P: 0.000 1.61287129
350400 ﬂ 0.17262652 P: 0.000 1.43605911
] ] L 0.16440186 P: 0.000 1.42170000
Approximate time 0.16218916 P: 0.000 1.37678049
j1om 0.16074681 P: 0.000 1.33511100
_| 0.16046419 P: 0.000 1.30948156
350411
Transfer Analysis:

DiBattista et al. 2015

M.T.M. to selected UTXO: 0.01001535 BTC
Percentage w.r.t the selected UTXO: 0.04 %
Percentage w.r.t. sources inputs: 0.04 %

ML T.M: Maximum transferable money from the sources




Heuristics

Visualization of
clustered addresses

Meiklejohn et al. 2013




Nodes: addresses
Edges: flows

/\\ \f McGinn Dan, Birch David, Akroyd David, Molina-Solana Miguel,
\ “’i:.‘_:: Guo Yike, and Knottenbelt William J. Visualizing Dynamic Bitcoin
* \\ i ; Transaction Patterns Big Data. June 2016,
PR . ’ 4(2): 109-119. doi:10.1089/big.2015.0056.

FIG. 4. (A)High-resolution (8k) visualization of a
standard block; (B) detail of both a low (small
A , node) and a high (large node) value transaction,
— (C) known and linked Bitcoin addresses, (D) a
| b payout system, and (E) a highly associated
disconnected component believed to be a
coin-tumbling service to move amounts rapidly
between addresses, obfuscating the source and
C destination of funds.




Transaction network

Nodes: addresses
Edges: transactions
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Summary of Visualiz

 Not understandable
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Analysis of Bitcoin Events

Some high-level analyses can still be done
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Scalable Visualization

» Change visualization technigue

— Biofabric http://www.biofabric.org/
« Categorize transactions

« Manage multiple scales
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http://www.biofabric.org/gallery/pages/SuperQuickBioFabric.html



http://www.biofabric.org/
http://www.biofabric.org/
http://www.biofabric.org/gallery/pages/SuperQuickBioFabric.html
http://www.biofabric.org/gallery/pages/SuperQuickBioFabric.html

Visualization of Transactions

“Entity 1" sends 0.1 to “Entity 2" at t1
“Entity 3" sends 0.5 to “Entity 2" at t2
“Entity 1" sends 0.3 to “Entity 3" at t3
“Entity 4” sends 0.4 to “Entity 1" at t4

t1 t2 t3 t4 ime
>
Entity 1
Entity 3 ¥

Entity 4
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BioFabric Scales to 10°
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Ordering, Filtering and Aggregating

Reordering transactions
Reordering entities by

— Time

— Category of entity
Filtering

— Time

— Category

Aggregating

— Transactions by time inter.
— Amounts by category




» Clustering =» entities

— heurttistic: “input addresses of a transaction belong
to same entity”

« Categorize entities by activity

— dead/tester, investor, merchant, miner, ...
=>Visualize categories over time

* |f you can help, we would be thrilled!



